NudpopmannonHas namMaTKa 1/ 00y4alOIUXCcs I pa3MeleHust Ha 0puumuaaIbHbIX
HNHuTepHer-pecypcax

C KaXJpIM TOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCA OOJIbIIE, a IIKOJIBHUKUA OJHU W3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexny TeMmM, IOMHUMO OIpPOMHOIO KOJMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT M MpoOJieMbl. DTa maMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJ/IUThCS B CETH.

Komnvromepnoie supycoi

KomnbroTepHblil BUPYC — 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOrPAMM, OTJIMYUTEIIbHON
O0COOCHHOCTBIO KOTOPOIl SBISIETCSl CHOCOOHOCTh K PAa3MHOXEHHUIO. B JonosnHeHHe K 3TOMY,
BUPYCHI MOT'YT ITOBPEAMTH WM MOJTHOCTHIO YHUUTOXKUTh BCE (DaliIbl U IaHHBIE, TOJAKOHTPOJIbHBIE
I0JIb30BATENI0, OT IMEHH KOTOPOro ObLIa 3alylleHa 3apakE€HHas IporpaMMa, a TakxKe IOBPEANUTh
WIN J1aK€ YHUYTOXXUTh ONEPALMOHHYIO CHCTEMY CO BceMH (ailiamu B 1iesioM. B OonpmMHCTBE
CJIy4aeB PacIpOCTPAHAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamM:

1. Hcnonb3yit cOBpeMEHHbIE OINEPALMOHHBIE CUCTEMbI, UMEIOILNE CEPhE3HBIA YPOBEHb
3alUThl OT BPEAOHOCHBIX IIPOTPaMM;

2. IlocrossHHO ycTaHaBiaMBai nauTd (UUGPOBBIE 3aIUIATKH, KOTOpbIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LENBIO MOpaOTKHM MPOTpaMMBbl) M Jpyrue OOHOBJICHHUS CBOCH
ornepalnoHHOM cucteMbl. CkaunBail X TOJBKO ¢ OPULIMAIBHOTO caiiTa pa3paboTymka
OC. Ecnu cyiecTByeT pekuM aBTOMaTH4YE€CKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Paborail Ha cBOoeM KOMIIbIOTEpE MO/ ITPaBaMu I0JIb30BaTeENs, @ HE aIMUHUCTPATOPA.
3T0 HE N03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX POrpaMM MHCTAJUIMPOBATHCSI HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonw3yil aHTUBUPYCHBIE ITPOrPAMMHBIE MTPOIYKThI U3BECTHBIX IIPOU3BOJUTEINEH, C

aBTOMaTHYECKUM OOHOBIJIEHUEM 0a3;

Orpanuub pU3NYECKUI TOCTYN K KOMIBIOTEPY /711 HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHWE HOCUTENU HHPOPMALUK, TaKue Kak (iemka, 1McK win (aii u3
MHTEPHETA, TOJIbKO U3 MPO(PEPEHHBIX UCTOYHUKOB;

7. He otkpeiBaii KOMIbIOTEpHBIE (hailsibl, MOJyYEeHHbIE M3 HEHAIEKHBIX HMCTOUYHUKOB.
Haxxe Te aiinbl, KOTOpble MpuUCIal TBOM 3HaKOMbli. Jlyuiie yTouHu y Hero,
OTIIPABJISUI JIU OH TeOe HX.

o

Cemu WI-FI

Wi-Fi - 910 He BuJ epeauy JaHHBIX, HE TEXHOJIOTHS, a BCETo JIUIb OpeHn, mapka. Emre
B 1991 rony Hunepnanjackass kommnanus 3apeructpuponana Opern « WECA», uro o603Hayano
cioBocouetanue «Wireless Fidelity», KoTOpblif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTDY.

Jlo Hamero BpeMeHM Jouuia apyras aOOpeBHarypa, KOTOpasl SIBISETCS TaKOW ke
TexHoyiorueit. 3to abopesuarypa «Wi-Fi». Takoe HazBaHue ObUTO JaHO C HAMEKOM Ha CTaHAAPT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, uTo B mepeBoie 03Ha4aeT «BBICOKAS TOYHOCTHY.

Ja, OecrulaTHBI MHTEPHET-OCTYI B Kade, OTeNsX U adponopTax sBIsSETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXOJIa B MHTEpPHET. HO MHOTHE 9KCIIEPThI CYUTAOT, 4TO 001IeocTymHbie Wi-Fi

CETH HE SBJISIOTCS 0€30IaCHBIMHU.

CogeTtsl 0 Oe3omacHOCTH paboTte B 00meaocTynHbIx ceTsix Wi-fi:
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He mepenasaii cBoro nuuHyro uH(popmaiuioo depes3 obmienoctynmubie Wi-Fi cern.
Pabotast B HuX, JKeaTesIbHO HE BBOJUTD MTAPOJIH I0CTYIIA, JOTHHBI U KAKHE-TO HOMEpa;
Hcnonb3yit 1 OOHOBISNH aHTUBUPYCHBIE IPOrpaMMBbl U OpaHamayep. TeM cambIM Thl
obe3omnacuib ceds OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

IIpu ucnons3zoBanuu Wi-Fi otkimoun ¢yHkmuto «OO0mmii goctyn k dainam u
npuntepam». JlanHas (QYHKIUS 3aKpbiTa [0 YMOJYaHHUIO, OIHAKO HEKOTOpbIE
I0JIb30BATEIN AKTUBUPYIOT €€ JIsl yA00CTBa UCIIOIB30BaHUS B paboTe win yueoe;

He ucnone3yit nyOnmunsiii WI-FI anst mepenadn NTUYHBIX JaHHBIX, HampuMep s
BBIXOJIa B COI[MAJIbHBIE CETU WJIH B JIEKTPOHHYIO [IOUTY;

Nnonb3yit Tonpko 3amuiueHHoe coeaunenue uyepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbHOM Tenepone otkmoun  QyHkumioo  «[loakmouenne k- Wi-Fi
aBTOMaTuyecku». He gomyckail aBTOMaTH4ecKoro moJKI0YeHHs YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero cornacusi.

COI/;MCZJZbele cemu

ConuasibHble CETH aKTUBHO BXOJAT B HAIIly KU3Hb, MHOTHE JIFOIU PA0OTAIOT U KUBYT TaM
nocTosiHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAP] YEIOBEK, YTO SIBISETCS OJHOU
CeIbMOW BCEX JKUTENEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO HWH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJIeHa M UCIOJIb30BaHa KEM YTO/IHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMy HaMEPEHHUSIMHU.

OCHOBHBIE COBETHI 10 O€30MaCHOCTH B COMAJIBHBIX CCTAX!:

1.

2.

Orpanuub CHUCOK Jpy3ed. Y TeOs B ApPY3bAX HE JODKHO OBITh CIy4YallHBIX U
HE3HAKOMBIX JIFOJICH;

3amuiai cBOIO 4YacTHYIO ku3Hb. He ykaswiBail maponu, TenedoHsl, agpeca, AaTy
TBOETO POXICHUS U JPYTYIO JHUYHYIO HHPOpMALUIO. 3JI0YMBIIJIEHHUKH MOTYT
UCIOJIb30BaTh Jake MH(OpPMALMIO O TOM, KaK Thl U TBOU POAMTENH ILJIaHUpPYETe
IIPOBECTU KaHUKYIIbI;

3amumail CBOo pemyTanuio - JepKH €€ B YUCTOTE U 3aJaBail cede BOIpoc: XOoTel Obl
ThI, YTOOBI JAPYTHE MOJIb30BATEIN BUJIETH, YTO ThI 3arpyxaemb? [logymaii, mpexae
9YeM YTO-TO OMYyOJIMKOBATh, HAMUCATh U 3arPY3UTh;

Ecnu TbI rOBOpHILIB C JTIOABMH, KOTOPBIX HE 3HACILIb, HE UCIIOIb3YH CBOE pEaIbHOE UM
U IPYTYIO JINYHYIO HH()OPMAIIUHU: UM, MECTO KHUTEIbCTBA, MECTO yueObl U Ipoyee;
N3z6eraii pazmenienus ¢potorpaduii B UuTepHeTe, r/1e Thl U300pakeH Ha MECTHOCTH,
10 KOTOPOH MOYXHO ONPEAEINUTh TBOE MECTOIIOIOKEHHUE;

[Ipu perucrpanuu B cOIMaIbHON CETH HEOOXOAUMO UCIOIb30BaTh CIOXKHBIE MTAPOJIH,
cocTosIMe U3 OYKB U IU(]pP U ¢ KOTUYECTBOM 3HAKOB HE MEHEe §;

Jlis couManbHOM CeTH, MOUTHl U APYTUX CaTOB HEOOXOJMMO MCIIONb30BAaTh Pa3HbIE
napousin. Torga eciu Te0s B3710MarOT, TO 3JI0YMBIIIJIEHHUKY TOJIY4aT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DnekmponHvle OeHbU

DONEeKTPOHHBIE JIEHbIM — 3TO OYEHb YAOOHBIM CIIOCOO MIIaTekel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

3J'ICKTpOHHBIe JCHBI' IIOSABHIIMCH COBCEM HCIAaBHO WM MMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax A0 CHUX IMOP HE NPOIHCAHO ITPO HUX B 3aKOHAX.
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B Poccun sxe onn QyHKIHOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, /1€ UX Pa3JeNsioT
Ha HECKOJIbKO BUJIOB — AHOHUMHBIE U HE aHOHUMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MPOBOAUTH omepanuu 0e3 wuaeHTU(UKALUK [OJb30BaTeNsi, a B
HEAaHOHWMHBIX UACHTU(DUKAINH [TOJIB30BATENIS SBISICTCS 00S3aTEIILHOM.

Taxoke cienyer pa3nuyarh 3JCKTPOHHBIE (UaTHBIE ACHBIH (paBHBI IOCYJApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbBIEC HEQHUATHBIE IEHBI'H (HE paBHbBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 110 O€3011aCHOM paboTe ¢ 3JIEKTPOHHBIMU JIEHbIaMHU:

1. IlpuBsku K cyeTy MOOMIBHBINA TenedoH. DTO camblil yIOOHBIH U OBICTPBIM CIIOCOO
BOCCTAHOBUTBH AOCTYN K cueTy. IlpuBs3aHHbIi TesneoH MOMOXKET, eciau 3adynaellb
CBOU IUIATEKHBIM MapoJib WK 3aUJEIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonw3yit onHopasoBsle naposu. [locie nepexona Ha yCUIIEHHYIO aBTOPHU3aLMIO Te0e
y’Ke He Oy/IeT yrpokaTh ONACHOCTh KPa)ky WJIM TIepexBaTa IJIaTeKHOTO MapoJs;

3. Boibepu cnoxnblii naposib. IlpectynmHukam Oyaer He IPOCTO Yrajarh CIOXKHBIM
naposb. HaznexHsle mapoiau — 3To MapoJid, KOTOpPBIE CoepkKaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbBIC U MPOMUCHBIC OYKBBI, U(PPHI U HECKOJIbKO CHMBOJIOB,
TaKWe KaK 3HaK Jiojuiapa, GyHTa, BOCKIMIATEIbHbIH 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIEIb.

9ﬂ€Kmp0HHaﬂ noima

DNeKTpOHHAs T0YTa — 3TO TEXHOJIOTHS U IIPEOCTABIISEMBIE €10 YCIYTH 10 TIEPEChUIKE U
MOJIYYCHUIO DIIEKTPOHHBIX COOOIICHHH, KOTOpPBIC PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OO6b19HO ANEKTPOHHBIN MOYTOBBIA  SIIMK  BBITJISAUT CJIETYIOIIUM o0Opa3zom:
UMS_TIONIb30BATEISI(@UMSL_JOMeHa. Takke KpoMme Iepeladyd MpOCTOrO TEKCTa, HMEETCs
BO3MOXKHOCTh TepeaaBaTh (ailibl.

OcHoBHbIE COBETHI 110 0€301acHO paboTe ¢ INMEKTPOHHON OUYTOIM:

1. Hapno BeIOpaTh mpaBHIIBHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJITHAKO JIy4lle JOBEPSTh TEM, KOTO 3HAellb U KTO
IIEPBBII B PEUTHHTE;

2. He yxaspiBaii B IM4HOH moure auuHyro MHGopmManuio. Hanpumep, nyuiie BeIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TalHYO aBTOPU3ALMIO. DTO KOT/Ia TOMUMO MapoJisi HY>)KHO BBOJUTD
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiOepu cioxHbIM maponb. [ KakIoro MOYTOBOrO SIIMKAa JOJDKEH OBITh CBOM
HAJICXKHBIM, YCTOMYNBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HalUcaTh CaMOMY CBOW JIMYHBIM BOIPOC, UCHOJIB3YH 3TY
BO3MOKHOCTB;

6. Vcmonb3yii HECKONBKO IMOYTOBBIX SIIMKOB. [lepBbIi Uis YacTHON MEpPEenucKd C
aJgpecaramM, KOTOPBIM Thl JIOBEpsielllb. ODTO DJIEKTPOHHBIN ajapec He Halo
WCIOJIb30BATh MPU PETUCTPALIUH HA popyMax U caifTax;

7. He oTkpsiBail ¢aitiibl U Ipyrue BIOKEHHs B MHUCbMax JAa’ke €CIM OHU MPUIILTU OT TBOUX
npys3eit. Jlydiie yTouHu y HUX, OTHPABIISUTN JIU OHU TeOe 3TH (ailbl,

8. Tlocne okoHYaHWsI pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKIIAJKH C CAHTOM
He 3a0yap HaxKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymauar — mpeciejoBaHue COOOIICHUSMH, COACPIKAITUMHU  OCKOPOJICHUS,
arpeccuio, 3almyruBaHNe; XYJIUTAaHCTBO, COLMATbHOE OOMKOTHPOBAHKE C MOMOIIBIO Pa3IMUHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pLOE ¢ KHOEPOYIITUHTOM:

1.

N

o

He Opocaiicst B 60ii. JIyammii cmoco0: mocoBeToBaThCS Kak ce0si BECTH U, €CIIU HET
TOT0, K KOMY MOKHO OOpaTUThCS, TO BHayalle YCIOKOUThCA. Eciu Thl HayHeNIb
OTBEUYaTh OCKOPOJCHHSAMH Ha OCKOPOJICHUS, TO TOJIBKO eIle OOJBINe Pa30KKelllb
KOH(JIUKT;

VYnpasisii cBoei kubeppernyTanuei;

AHOHUMHOCTH B ceTd MHUMas. CylIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

He crout Bectu Xynuranckuit 06pa3 BUpTyalibHOI ku3HU. HTepHeT dukcupyer Bce
TBOM JICHCTBUS U COXPAHSET UX. Y IaTUTh UX Oy/IeT KpaiiHe 3aTpyAHUTEIHHO;
Cobmroait CBOIM BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit equHnyuHbIil Heratus. OHOpa30Bble OCKOPOUTEIbHBIE COOOLLIEHUS JTyUllle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4yallbHOM CTaIuu;

ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOIIEHUSMH, B COLIMAIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOIIEHUN C OMpeaeeHHbIX
a/1pecoB;

Ecnu Th1 cBugerens kubepOymunHra. TBOW [EHCTBUS: BBICTYNHTH IPOTUB
IpecieaoBareisi, MoKa3aTb €My, YTO €ro JEWCTBHS OLIEHHWBAIOTCS HETraTUBHO,
MOAJEPKaTh JKEPTBY, KOTOPOM HYXKHA TICUXOJOTHYECKas IOMOIb, COOOUIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

Mobunvubiit menegon

CoBpemeHHble cMapT(OHBI U MJIAHIIETHI COJIEPKAT B ce0e BIIOJIHE B3POCIbIN (PYyHKIIMOHAI,
U TEnepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMM KOMIbHOTEpaMu. OJHAKO, CPEICTB
3alUTHI AJ1s TOJOOHBIX YCTPOICTB IMOKa OYeHb Majo. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEN B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak /i 1K, To jxe camoe kacaeTcsi 1 MOOUIIbHBIX MPHIIOKEHUH.

CoBpemeHHbIE MOOWIIbHBIE Opay3ephl yxkKe MPAaKTUYECKH JAOTHAIW HACTOJbHBIE aHAIIOTH,
OJIHAKO pacHupeHue (yHKIMOHAIA BJIEYET 3a CO0O0M OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENH BBIMTYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 1 0€30MMaCHOCTA MOOMIIHLHOTO TeNedoHa:

1.

ok w

Huudero He sBnsieTcs no-HacrosemMy OecriiaTHbIM. byib ocToposkeH, Beab Korja Tede
npeasaraT OecrjaTHbI KOHTEHT, B HEM MOTYT OBbIThb CKPBITHl KaKHe-TO IIaTHbBIE
YCIIyTI'H;

Hymaii, npexne ueM otnpaBuTbh SMS, ¢hoTo min Buaeo. Thl TOUHO 3HACIIB, 1€ OHU
OyayT B KOHEUHOM UTOrEe?

Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CUCTEMY TBOETO CMAapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE IPOTPAaMMBI 1151 MOOMJTBHBIX TeJIe()OHOB;

He 3arpyxait mpuiokeHus OT HEM3BECTHOIO UCTOYHMKA, BEIb OHU MOTYT COJEPKATh
BPEJOHOCHOE NTPOrPaMMHOE 00ECIIEUEHUE;
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6. Ilocie Toro xak Thl BBIHCIIH C CaiiTa, TJI€ BBOJAWJ JHYHYIO MH(POPMAIIHIO, 3211 B

HacTpolku Opaysepa u ynanu cookies;

[lepuonnvecku npoBepsiii KaKue TUIATHBIC YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. MaBaii cBoii HOMEp MOOMIBHOTO Tene(OHA TOIBKO JIFOJAM, KOTOPBIX Thl 3HACIIb M
KOMY JIOBEPsICIIIb;

9. Bluetooth momkeH ObBITH BBIKIIIOYEH, KOTJIa THI UM HE MOJb3yenibcsi. He 3a0ObiBait
WHOT/Ia TIPOBEPSTH ITO.

~

Online uepot

CoBpeMEHHBIE OHJIAMH-UIPBI — 3TO KPACOYHBIE, 3aXBaThIBAIOUIME pPa3BICYCHUS,
00BEAMHSIONINE COTHHU THICAY YEJIOBEK 110 BceMy Mupy. Urpoku nccienyroT JaHHBIA UM MHUP,
00IIAI0TCS IPYT € IPYTOM, BBIINOJIHAIOT 33/1aHUS, CPAXKAIOTCA C MOHCTPAMU U [TOJY4aroT OMbIT. 3a
yIIOBOJIBCTBHUE OHM IUIATST: TOKYIAIOT JTUCK, OIIAYMBAIOT ADOHEMEHT WM MPHOOPETAIOT KaKue-
TO OIILIHH.

Bce atu cpenctBa uMayT Ha mOJAepKAHME W Pa3BUTHE WIPhL, a TaKXKE Ha camy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CHUCTEMBbl aBTOPHU3AllMH, BBIMYCKAIOTCS HOBBIE IaT4d
(undpoBbIe 3aMIaTKU AJISE IPOrpaMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUIrpax CTOUT OIIaCaTbCA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaXu
TBOCTO IMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlINU OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu npyroii urpok BeneT cedst MmI0X0 WK CO3[aeT Te0e HENPUITHOCTH, 3a0JI0KUpPYi
€ro B CIIMCKE UTPOKOB;

[loxanyiics anMHHHCTpAaTOpaM UIPbl Ha IUIOXO€ IIOBEJIEHHUE 3TOr0 HIrPOKa,
KEJIaTeIbHO PUIIOKUTh KaKHE-TO JI0KA3aTelbCTBA B BUJIE CKPUHOB;

He ykaspiBaii nuunyto nnpopmaiiuio B rpodaiine urpsi;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeodunaibHbIe TATYU U MOJIBL;

Hcnons3yit Cll0kKHBIE U pa3HbIE TAPOJIH;

Jlasxe BO BpeMsl MI'Pbl HE CTOMT OTKJIIOUYaTh aHTUBUpPYC. lloka Tl Mrpaems, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

No o ko

Duwiune unu Kpaosica TU4HblX OaHHbBIX

OObIYHOM Kpa’kel JeHer M JOKYMEHTOB CErofHs YK€ HHKOro He yauBufillb, HO C
pa3sBUTUEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKH IIEPEMECTHIINCh B  HMHTEpPHET, U
IPOOJIKAIOT 3aHUMAThCS TFOOMMBIMY ETIOM.

Tax mosiBUsIach HOBas yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WM (DUILMHT, TJaBHAs IeJb
KOTOPOT'O COCTOMT B TOJY4YEHUH KOH(UICHIMATbHBIX JAHHBIX MOJb30BaTENIe — JIOTMHOB U
naposieil. Ha anrnuiickom s3pike phishing unraercs xak ¢ummsar (ot fishing — pbiGHas o,
password — mapoJis).

OcHOBHBIE COBETHI 10 O0pbOE ¢ PUIIUHTOM:

1. Cnemn 3a cBomM akkayHTOM. Eciu THI Mmomo3peBaelib, YTO TBOsSI aHKeTa ObLIa
B3JIOMaHa, TO HE0OXO0IMMO 3a0JIOKUPOBATh €€ M COOOLIUTH aIMUHUCTPATOpaM pecypca
00 9TOM KaK MOYKHO CKOPEE;

2. Hcnonw3yit 6e30macHble BeO-CaliThl, B TOM YHUCIIE, HHTEPHET-Mara3uHoB 1 MOMCKOBBIX
CHCTEM;
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3. Hcrmonp3yii ClI0KHBIE W pa3HbIe Mapoiu. Takum oOpa3om, eciid TeOs B3JIOMAIOT, TO
37IOYMBIIIJICHHUKH TIOJIy4aT JAOCTYI TOJBKO K OJJHOMY TBOEMY IMpPOQIIIO B CETH, a He
KO BCEM;

4. Ecnu Te0s B3110MaIU, TO HEOOXOIUMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE

no0aBjeHbl y T€OsI B IpY3bsiX, O TOM, 4TO TeOsI B3JIIOMald U, BO3MOXHO, OT TBOETO

MMEHH OYZeT pacchUIaThCs CIIaM M CChUIKM Ha (DUIIIMHTOBBIEC CAMTHI;

VYcranoBu HanexHbIH mapoiib (PIN) Ha MoOuIBHEIN TenedoH;

OTKIIIOYM COXpaHEHue Maposist B Opaysepe;

7. He oTkpsiBail (aitiibl U Ipyrue BIOKEHH B MUCbMaXx Jake €CIM OHU MPUIILIU OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (Daiibl.

o o

Lugpposas penymayus

[udposas pemyranus - 3TO HEraTUBHAs WIM MO3UTHBHAs MH(pOpMAIMS B CeTH O Tebe.
Komnpomerupyromas uHpopmanus pa3MelIeHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOU xu3Hu. «L{udpoBas penyranus» - 3TO TBOW UMUK, KOTOPBIN
dbopmupyercs u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe mecTo KHUTCJIBCTBA, y‘I€6BI, TBOC (I)I/IHaHCOBOG ITIOJIOKCHUC, 0COOEHHOCTHU XapakTepa
" pacCCKa3bl O OJIM3KUX — BCE ATO HAKAIUIMBAETCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOJHMKAauy JTUYHON HH(pOpMAaIuH B
HuTtepHeTe, He TOHUMAas BO3MOXKHBIX ITOCIeNCTBHI. ThI 1ake HE CMOXKEIIb JOraaThCs O TOM, YTO
¢dororpadus, pazmerieHHas 5 et Ha3aj, cTajla MPUIUHONW OTKa3a MPHUHATH TeOs Ha PaboTy.

KommMmenTapuu, pa3menienue TBoux Gororpaduil u qpyrue AeUCcTBUs MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTOo, KaK Thl UX YAaJIHIb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(POpMaIHIO, IoTana
JU OHA B IOMCKOBBIE CHCTEMbl M COXpPaHWJACh JIM OHA, a IJIABHOE: YTO MOAYMalOT O Tebe
OKpY’Karollee JIIOAM, KOTOpble HAaliAyT U yBUIAT 3T0. HaliTu mHpopManuio MHOTO JIET CIyCTs
CMOJKET JTH000M — KakK U3 JOOPbIX NOOYKIEHUH, TaK U C HAMEPEHUEM NTPUUYUHUTD BPell. ITO MOKET
OBITH KTO YTOIHO.

OcHOBHBIE COBETHI MO 3aIuTe HU(PPOBOI penyTauuu:

1. Tlomymaii, mpexnae 4eM 4TO-TO NyOJMKOBaTh U mepenaBaTh y ceOd B Oiore uiau B
COILIMAJIbHOM CeTH;

2. B Hactpoiikax nmpouis ycTaHOBH OTPaHUYCHHUS HA TIPOCMOTP TBOETO MPOGHUIISL U €ro
COJIEPKMMOT0, C/IETIal €ro TONBKO «IUIs ApYy3ei»;

3. He pa3memaii 1 He yKka3piBail HHPOPMAIUIO, KOTOPask MOXET KOTO-THO0 OCKOPOIISITH
WJIH OOMIKaTh.

Aemopckoe npago

CoBpeMeHHbIe NIKOJIbHUKH— aKTUBHBIE NI0JIb30BaTENN IIUPPOBOro npocrpaHcTa. O1HaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTHMHU BO3MOXHOCTSAMHU LU(GPOBOro Mupa Tpedyer
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.

TepmuH «UMHTEIEKTyaldbHasE COOCTBEHHOCTh» OTHOCHUTCS K PAa3JIUYHBIM TBOPEHUAM
YeJIOBEYECKOro0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTM , M 3aKaHUuMBas KHUramu, (oTtorpadusmu, KUHOPUIBMaMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.
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ABTOpCKHE IIpaBa — 3TO IPaBa Ha MHTEJUICKTYalIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE rapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HalpacHbIM, JacT €My CIpaBelIMBbIe
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETO TPyJa, MOJYyYHTh U3BECTHOCTh M MPU3HAHUE.
Huxkro 6e3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOJUTH €r0 MPOU3BEIEHHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJINYHO
UCIIOJIHATD, I0KA3bIBATh/UCHIOIHATH B 3(Hpe UK pazmeliaTts B IHTepHeTe.

Vcnonb30BaHue «IMpaTCKOro» NporpaMMHOro 00ecre4eHusl MOKET MPUBECTH K MHOTUM
pUCKaM: OT IOTEPHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBA, Te
YCTAQHOBJICHHBII He JlerajabHas mnporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JerayibHbIe ¥ OeCIIaTHBIE TPOrPaMMbl, KOTOPHIE MOXXHO HAWTH B CETH.

O nopmane

CereBu4oK.p) — TBOH TJIABHBI COBETYMK B CETH. 3/J€Ch Thl MOXENIb Y3HATh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a NMPU BO3HHUKHOBEHHHM KPUTHUECKOM
CUTyaIlMd OOpaTUTHCA 3a COBETOM. A Tak)Ke MPUHATh y4acTHE B KOHKYpCax U CTaTh CaMbIM
U (POBBIM TpakIaHUHOM !
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